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The internet's worst-case scenario finally happened in real life:
An entire country was taken offline, and no one knows why
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A map of undersea internet cables showing Mauritania's single link to the global infrastructure.

TeleGeography/Business Insider

e Mauritania was taken offline for two days late last month after a
submarine internet cable was cut.

¢ No one knows why or how it was cut, though Sierra Leone's
government appears to have interfered with its citizens' internet
access around that time.

¢ Undersea web cables are uniquely vulnerable to sabotage.
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¢ UK and US military officials have previously indicated that Russia is
capable of trying something like this, though there is no indication
that it was involved in this break.

LONDON — For years, countries have worried that a hostile foreign power might

cut the undersea cables that supply the world with internet service.

Late last month, we got a taste of what that might be like. An entire country,

Mauritania, was taken offline for two days because an undersea cable was cut.

The 17,000-kilometer African Coast to Europe submarine cable, which connects 22
countries from France to South Africa, was severed on March 30, cutting off web

access partially or totally to the residents of Sierra Leone and Mauritania.

It also affected service in Ivory Coast, Senegal, Equatorial Guinea, Guinea, Guinea
Bissau, Liberia, Gambia, and Benin, according to Dyn, a web-infrastructure

company owned by Oracle.
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It is not clear how the cable was cut. But the government of Sierra Leone seems to
have imposed an internet blackout on the night of March 31 in an attempt to

influence an election there.
There had not been a significant outage along the cable in the past five years.
Loss of service to Mauritania was particularly severe, as the Dyn chart below shows.

"The most significant and longest-lasting disruption was seen in Mauritania, with a
complete outage lasting for nearly 48 hours, followed by partial restoration of

connectivity," David Belson wrote in a Dyn research blog on Thursday.
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The international cable system has several levels of built-in redundancy that
allowed providers such as Africell, Orange, Sierra Leone Cable, and Sierratel to

restore service.

But the break shows just how vulnerable the worldwide web is to the simple act of
cutting a cable. About 97% of all international data is carried on such cables,

according to the Asia-Pacific Economic Cooperation forum.

Here's a map from the telecom analytics company TeleGeography of the cables in

Europe:
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UK and US military intelligence officials have repeatedly warned that relatively
little is done to guard the safety of the cables and that Russia's navy continually

conducts activities near them.

In 2013, three divers were arrested in Egypt after attempting to cut submarine web

cables.
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"In the most severe scenario of an all-out attack upon undersea cable infrastructure
by a hostile actor the impact of connectivity loss is potentially catastrophic, but
even relatively limited sabotage has the potential to cause significant economic
disruption and damage military communications," James Stavridis, a retired US

Navy admiral, said in a 2017 report for the think tank Policy Exchange.

"Russian submarine forces have undertaken detailed monitoring and targeting

activities in the vicinity of North Atlantic deep-sea cable infrastructure," he added.

There is no indication that Russia was involved in the ACE breakage. But military
strategists are likely to study the Mauritania break as an example of the effect of

knocking a country off the web by cutting its cables.

SEE ALSO: A ship accidentally cut Jersey's internet cables with its anchor »
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Recommended fl'om the web Sponsored Links by Taboola

Start Speaking A New Language In 2018 - Thanks To This App!

Babbel

Flights In Poland At Ridiculously Low Prices

Save70.com

Play this for 1 minute and see why everyone is addicted

Throne: Online Strategy Game

How to Win the Lottery

theLotter.com

http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T Strona 6 z 12


https://policyexchange.org.uk/wp-content/uploads/2017/11/Undersea-Cables.pdf
http://uk.businessinsider.com/ships-anchor-cuts-internet-cables-to-jersey-jt-2016-11
http://www.businessinsider.com/category/submarine-cable
http://www.businessinsider.com/category/news-uk
http://www.businessinsider.com/category/africa
https://www.facebook.com/sharer/sharer.php?u=http://businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4%3Futm_source%3Dfacebook%26utm_content%3Dbottom-bar%26utm_term%3Ddesktop
https://www.linkedin.com/shareArticle?mini=true&url=http://businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4&title=The+internet%27s+worst-case+scenario+finally+happened+in+real+life%3A+An+entire+country+was+taken+offline%2C+and+no+one+knows+why&summary=UK+and+US+military%C2%A0intelligence+officials+have+warned+that+little+is+done+to+guard+the+safety+of+undersea+internet+cables.
https://twitter.com/intent/tweet?text=The%20internet%27s%20worst-case%20scenario%20finally%20happened%20in%20real%20life:%20An%20entire%20country%20was%20taken%20offline,%20and%20no%20one%20knows%20why%20https://read.bi/2qidjQo%20via%20@businessinsider
http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T#
http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T#
https://popup.taboola.com/en/?template=colorbox&utm_source=businessinsider&utm_medium=referral&utm_content=ab_thumbs-1r_2x1:below-main-column:
https://popup.taboola.com/en/?template=colorbox&utm_source=businessinsider&utm_medium=referral&utm_content=ab_thumbs-1r_2x1:below-main-column:
https://popup.taboola.com/en/?template=colorbox&utm_source=businessinsider&utm_medium=referral&utm_content=ab_thumbs-1r_2x1:below-main-column:
https://go.babbel.com/engmag-a189-appsanywhere-cd-xx-tb/1_eng_tab_cd?utm_source=Taboola&utm_medium=CON&utm_campaign=CD_ENGALL_gEN_cXX_SpanishChallenge&utm_term=businessinsider
http://www.save70.com/?utm_source=taboola_whitelist_flights_3&utm_medium=businessinsider
https://plarium.com/play/en/throne/002_pastoral_g?publisherID=%7Bcampaign_itemai_id%7D&placement=businessinsider&plid=116088&pxl=taboola_fr&creative=%7Bthumbnl%7D
http://affiliates.thelotter.com/aw.aspx?B=984&A=167&Task=Click&TargetURL=https://thelotter.com/win-the-lottery/?utm_source=Taboola&utm_medium=Article&utm_campaign=Win_the_lottery

Undersea international internet cables cut in Africa - Business Insider 13.04.2018, 18:56

Gamers around the world have been waiting for this game!

Grepolis - Online Free Game

Father and Son Take the Same Photo For 27 Years! Don't Cry When You See The Last One!

Womens24x7

Green card lottery registration open! check if you can apply for free!

USALWS - Work, Live & Study

New Site Finds the Cheapest Flights in Seconds!

FlightFinder

Tesla To Recall 8,898 Cars in China Over Corroding Bolts - Caixin Global

Caixinglobal.com

If you live in Mazowieckie you're eligible for these cruise offers

Cruise-Compare.com

Recommended For You Powered By Sailthru

http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T Strona 7 z 12


http://affiliates.thelotter.com/aw.aspx?B=984&A=167&Task=Click&TargetURL=https://thelotter.com/win-the-lottery/?utm_source=Taboola&utm_medium=Article&utm_campaign=Win_the_lottery
https://om.grepolis.com/grepo/us/?ref=tab_row_en&&external_param=22121327&pid=businessinsider&bid=22121327
http://womens24x7.com/father-and-son-take-the-same-photo-for-27-years-the-last-one-will-make-you-cry/?utm_campaign=fatherandsonall&utm_source=taboola&utm_medium=referral&utm_term=businessinsider&utm_content=http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F6c596fe1e1e986bd5ed15d391f4c2d3b.jpg-Father+and+Son+Take+the+Same+Photo+For+27+Years%21+Don%27t+Cry+When+You+See+The+Last+One%21
https://usalws.com/register/?TA-Talsor26-desktop&utm_source=taboola&utm_medium=businessinsider&utm_term=Green+card+lottery+registration+open%21+check+if+you+can+apply+for+free%21&utm_content=http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2Ff00cf4de07c51e57520a8955651b458d.jpg&id=2018-04-13+16%3A55%3A39
http://theflightfinder.com/?utm_source=taboola&utm_medium=referral&utm_campaign=TB-FF-WW-DT&utm_term=businessinsider
https://www.caixinglobal.com/2018-04-10/tesla-to-recall-8898-cars-in-china-over-corroding-bolts-101232598.html?utm_source=taboola&utm_medium=pc&utm_content=taboola015&utm_campaign=HeZuo
http://cruise-compare.com/cruiseSearch.php?utm_source=Taboola_FCC_DESKTOP_EasternEurope_site_businessinsider&utm_term=businessinsider&utm_campaign=Taboola_FCC_DESKTOP_EasternEurope
http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T#

Undersea international internet cables cut in Africa - Business Insider 13.04.2018, 18:56

R -

This little-known ~ Why you should  Everyone can 22 signs your The 9 places in

Amazon service  take advantage of extend the shelf ~ coworkers the US where
turns stuff you this widely life of their fruits  secretly hate you Americans don't
want to get rid of ignored partof  and vegetables pay state income
into store credit  Amazontosave  with this simple taxes

money kitchen tool

Recommended For You

. M| Everything flight attendants notice
Eﬁéﬁ about you when you board a
"~ plane — and how their tips could
help you get a free upgrade

http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T Strona 8 z 12


http://www.businessinsider.com/everything-flight-attendants-notice-about-you-when-you-board-a-plane-2018-1
http://www.businessinsider.com/everything-flight-attendants-notice-about-you-when-you-board-a-plane-2018-1
https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjssKQnNx-AwT8hvMSWPUEcW6UQn42mCCXgS1rkIM_x34sBpGYLLVnPqEUbeZgZZyOUUPuD7Uo8rOnTSQgTaYoj_MIOEiRIaZy8wPX9pos7IRCnXKeGS_dpGk3rDdbUJVF-3OLw45RjZGaQ6mY-hsvgzvEZysKCDFcA0ehcVkyalSDSZK8VG5dPq_BkXwlQgfJBX_8p7PF1aJgN0iorfMAiZxh7drQAXzwHuX6jIbpM6_AkVHuyR7uYZwpUMmEUbJiX7Na7cPDgrqxtIkjJ-EWAubTexXpbyLQyw&sig=Cg0ArKJSzHm-kJX4664rEAE&urlfix=1&adurl=https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjssRn8WX2bIDAGXDUGjIITA8JsJOS1GpxTCFD8rmTirkDvUrJLMQMVnhMFa_0w0zhaFsC2kFqoF-USahzyMzowF8hUnNaTU-qEmdU-Bmp-pcVdaK32WW4JgrYZM&sig=Cg0ArKJSzEk9UTv5Hdfz&urlfix=1&adurl=https://digital.pwc.com/en/products/digital-fitness.html%3FWT.mc_id%3Dds_bsi_05%26eq%3Dds_bsi_05
http://www.businessinsider.com/amazon-trade-in-program-explainer-2017-2
http://www.businessinsider.com/amazon-trade-in-program-explainer-2017-2
http://www.businessinsider.com/how-to-buy-used-pre-owned-products-amazon-warehouse-deals-2016-6
http://www.businessinsider.com/how-to-buy-used-pre-owned-products-amazon-warehouse-deals-2016-6
http://www.businessinsider.com/how-to-keep-produce-fresh-for-longer-2017-4
http://www.businessinsider.com/how-to-keep-produce-fresh-for-longer-2017-4
http://www.businessinsider.com/signs-your-coworkers-secretly-hate-you-2015-9
http://www.businessinsider.com/signs-your-coworkers-secretly-hate-you-2015-9
http://www.businessinsider.com/no-income-tax-states-2018-2
http://www.businessinsider.com/no-income-tax-states-2018-2

Undersea international internet cables cut in Africa - Business Insider 13.04.2018, 18:56

Videos You May Like

Scientifically proven features men find
attractive in women

A Harvard psychologist says this is the first
thing you should do when you wake up

A Navy SEAL explains what to do if you're
attacked by a dog

Jon Stewart takes over for Stephen Colbert
to tell Trump supporters they 'don't own'

America

by Taboola
From The Web Sponsored Links
This app will have you speaking a new language in 3
weeks!
Babbel

Amazing Hotels Prices In Poland

Save70.com

by Taboola

Sponsored Financial Content

http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T Strona 9 z 12


https://popup.taboola.com/en/?template=colorbox&utm_source=businessinsider&utm_medium=referral&utm_content=organic-thumbnails-e:Right%20Rail%20Thumbnails:
https://popup.taboola.com/en/?template=colorbox&utm_source=businessinsider&utm_medium=referral&utm_content=ab_thumbnails-a_2x1:Right%20Rail%20Thumbnails%202nd:
https://popup.taboola.com/en/?template=colorbox&utm_source=businessinsider&utm_medium=referral&utm_content=ab_thumbnails-a_2x1:Right%20Rail%20Thumbnails%202nd:
https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjssKQnNx-AwT8hvMSWPUEcW6UQn42mCCXgS1rkIM_x34sBpGYLLVnPqEUbeZgZZyOUUPuD7Uo8rOnTSQgTaYoj_MIOEiRIaZy8wPX9pos7IRCnXKeGS_dpGk3rDdbUJVF-3OLw45RjZGaQ6mY-hsvgzvEZysKCDFcA0ehcVkyalSDSZK8VG5dPq_BkXwlQgfJBX_8p7PF1aJgN0iorfMAiZxh7drQAXzwHuX6jIbpM6_AkVHuyR7uYZwpUMmEUbJiX7Na7cPDgrqxtIkjJ-EWAubTexXpbyLQyw&sig=Cg0ArKJSzHm-kJX4664rEAE&urlfix=1&adurl=https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjssRn8WX2bIDAGXDUGjIITA8JsJOS1GpxTCFD8rmTirkDvUrJLMQMVnhMFa_0w0zhaFsC2kFqoF-USahzyMzowF8hUnNaTU-qEmdU-Bmp-pcVdaK32WW4JgrYZM&sig=Cg0ArKJSzEk9UTv5Hdfz&urlfix=1&adurl=https://digital.pwc.com/en/products/digital-fitness.html%3FWT.mc_id%3Dds_bsi_05%26eq%3Dds_bsi_05
http://www.businessinsider.com/scientific-ways-women-attractive-2015-9
http://www.businessinsider.com/waking-up-mornings-psychology-2016-3
http://www.businessinsider.com/navy-seal-explains-tips-attacked-by-dog-2017-6
http://www.businessinsider.com/jon-stewart-late-show-donald-trump-republicans-fox-news-cbs-2016-7
https://popup.taboola.com/en/?template=colorbox&utm_source=businessinsider&utm_medium=referral&utm_content=ab_thumbnails-a_2x1:Right%20Rail%20Thumbnails%202nd:
https://go.babbel.com/engmag-a189-appsanywhere-cd-xo-tb/1_eng_tab_cd?utm_source=Taboola&utm_medium=CON&utm_campaign=CD_ENGALL_gEN_cXO_SpanishChallenge&utm_term=businessinsider
http://www.save70.com/hotels/?utm_source=taboola_whitelist_hotels_2

Undersea international internet cables cut in Africa - Business Insider 13.04.2018, 18:56

“Central Bankers Face a Crisis of Confidence
as Models Fail” (RMG)

Latin America’s Renewable Energy
Revolution (LatAm Investors)

Where is the clever money going?
(MarketViews)

10 Worst performing ETFs of 2017
(MarketViews)

The Risk of Doing Nothing (Waverton)

10 Largest ETFs (MarketViews)

dianomi

Featured
e It's time for better capitalism
: \~ More "Better Capitalism" »

Silicon Valley could help the last
people you'd expect — and Elon
Musk has given $15 million to a
contest that will prove it

More "Better Capitalism" »

Business Insider Intelligence
Exclusive Free Report

THE FIVE LEADERS IN THE .

' SELF- DRIVING CAR RACE

‘«\I

LEARN MORE INSIDER

INTELLIGENCE

Busn}Ess

Get The Slide Deck From Henry
Blodget's Ignition Presentation
On The Future Of Media

http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T Strona 10 z 12


http://www.dianomi.com/click.epl?pn=17233&offer=5244521&ad=18129&savid=53267&said=2211&adv=3827&unique_id=WtDhBbzrVLbuJiMZ5n2EdgAAAAc&smartreferer=http%3A%2F%2Fwww%2Ebusinessinsider%2Ecom%2Fundersea%2Dinternational%2Dinternet%2Dcables%2Dcut%2Din%2Dafrica%2D2018%2D4%3FIR%3DT
http://www.dianomi.com/click.epl?pn=17181&offer=5233727&ad=18068&savid=52942&said=2211&adv=3827&unique_id=WtDhBbzrVLbuJiMZ5n2EdgAAAAc&smartreferer=http%3A%2F%2Fwww%2Ebusinessinsider%2Ecom%2Fundersea%2Dinternational%2Dinternet%2Dcables%2Dcut%2Din%2Dafrica%2D2018%2D4%3FIR%3DT
http://www.dianomi.com/click.epl?pn=7464&offer=2133862&ad=6374&savid=43968&said=2211&adv=3827&unique_id=WtDhBbzrVLbuJiMZ5n2EdgAAAAc&smartreferer=http%3A%2F%2Fwww%2Ebusinessinsider%2Ecom%2Fundersea%2Dinternational%2Dinternet%2Dcables%2Dcut%2Din%2Dafrica%2D2018%2D4%3FIR%3DT
http://www.dianomi.com/click.epl?pn=22680&offer=6530184&ad=24335&savid=70520&said=2211&adv=3827&unique_id=WtDhBbzrVLbuJiMZ5n2EdgAAAAc&smartreferer=http%3A%2F%2Fwww%2Ebusinessinsider%2Ecom%2Fundersea%2Dinternational%2Dinternet%2Dcables%2Dcut%2Din%2Dafrica%2D2018%2D4%3FIR%3DT
http://www.dianomi.com/click.epl?pn=17183&offer=5234365&ad=18070&savid=52948&said=2211&adv=3827&unique_id=WtDhBbzrVLbuJiMZ5n2EdgAAAAc&smartreferer=http%3A%2F%2Fwww%2Ebusinessinsider%2Ecom%2Fundersea%2Dinternational%2Dinternet%2Dcables%2Dcut%2Din%2Dafrica%2D2018%2D4%3FIR%3DT
http://www.dianomi.com/click.epl?pn=22681&offer=6530524&ad=24336&savid=70521&said=2211&adv=3827&unique_id=WtDhBbzrVLbuJiMZ5n2EdgAAAAc&smartreferer=http%3A%2F%2Fwww%2Ebusinessinsider%2Ecom%2Fundersea%2Dinternational%2Dinternet%2Dcables%2Dcut%2Din%2Dafrica%2D2018%2D4%3FIR%3DT
http://www.dianomi.com/cms/register-interest/?utm_source=network&utm_medium=smartad_sponsor_link
http://www.businessinsider.com/better-capitalism
http://www.businessinsider.com/henry-blodget-better-capitalism-1-2018
http://www.businessinsider.com/better-capitalism
http://www.businessinsider.com/better-capitalism
http://www.businessinsider.com/elon-musk-peter-diamandis-xprize-eliminate-illiteracy-2018-3
http://www.businessinsider.com/better-capitalism
http://www.businessinsider.com/intelligence/the-self-driving-car-race?utm_source=businessinsider&utm_medium=rr&utm_campaign=self-driving-car-birr&utm_term=birr
http://www.businessinsider.com/intelligence/ignition-2017-the-14-most-important-trends-in-media?IR=Tutm_source=businessinsider&utm_medium=rr&utm_campaign=future-of-retailbirr&utm_term=birr

Undersea international internet cables cut in Africa - Business Insider 13.04.2018, 18:56

YOURS

14 Things You'll Want to Know F R E E
the Future of Media

Bl INTELLIGENGE

http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T Strona 11 z 12


http://www.businessinsider.com/intelligence/ignition-2017-the-14-most-important-trends-in-media?IR=Tutm_source=businessinsider&utm_medium=rr&utm_campaign=future-of-retailbirr&utm_term=birr
javascript:window.open(window.clickTAG);void(0);

Undersea international internet cables cut in Africa - Business Insider 13.04.2018, 18:56

* Copyright © 2018 Business Insider Inc. All rights reserved. Registration on or use of this site constitutes acceptance of our Terms of Service and Privacy Policy.
Sitemap | Disclaimer | Commerce Policy | Made in NYC | Stock quotes by finanzen.net
International Editions: UK |DE |AUS [FR |IN |IT |JP IMY INL | SE |PL | SG | ZA |ES

http://www.businessinsider.com/undersea-international-internet-cables-cut-in-africa-2018-4?IR=T Strona 12 z 12


javascript:window.open(window.clickTAG);void(0);
http://www.businessinsider.com/
https://www.facebook.com/businessinsider
http://twitter.com/businessinsider
https://www.linkedin.com/company/businessinsider
https://www.youtube.com/user/businessinsider
https://www.instagram.com/businessinsider
https://itunes.apple.com/app/apple-store/id554260576?mt=8
https://play.google.com/store/apps/details?id=com.freerange360.mpp.businessinsider
http://www.thisisinsider.com/
http://markets.businessinsider.com/
http://intelligence.businessinsider.com/?utm_source=businessinsider&utm_medium=site_footer&utm_term=bi_site_footer&utm_content=bi_site_footer&utm_campaign=bi_site_footer
http://www.businessinsider.com/terms
http://www.businessinsider.com/privacy-policy
http://www.businessinsider.com/sitemap/index.html
http://www.businessinsider.com/disclaimer
http://www.businessinsider.com/commerce-on-business-insider
http://nytm.org/made
http://www.finanzen.net/
http://uk.businessinsider.com/?IR=C
http://www.businessinsider.de/?IR=C
http://www.businessinsider.com.au/
http://www.businessinsider.fr/?IR=C
http://www.businessinsider.in/
https://it.businessinsider.com/
http://www.businessinsider.jp/
http://www.businessinsider.my/
http://www.businessinsider.nl/?IR=C
http://nordic.businessinsider.com/?IR=C
http://www.businessinsider.com.pl/?IR=C
http://www.businessinsider.sg/
https://www.businessinsider.co.za/
https://www.businessinsider.es/

